FEB 3 198 . Meskmpen, D.C 20530

Mr. Thomas Wheeler

President and CEO .

Cellular Telecommunications Industry Assocciation
1250 Connecticut Avenue, NW, Suite 200
Washington, DC 20036

Dear Mr. Wheeler:

This letter confirms discussions held between the Department of
Justice (DOJ), the Federal Bursau of Investigation (FBI), and
representatives of the telecommunications industry during a
January 23, 1998, meeting’' regarding DOJ's position on the legal
status under the Communications Assistance for Law Enforcement.
Act (CALEA) of the 11 electronic surveillance capabilities
(referred to as the ‘punch list”) that are missing from the
current Telecommunications Industry Association (TIA) electronic
surveillance standard J-STD-025. Additionally, it confirms the
terms and conditions upon which DOJ will forbear bringing

enforcement actions against industry members for non-compliance
with CALEA.

“Punch List”

DOJ has reviewed the 11 ‘punch list" capabilities in reference tc
CALEA, its legislative history, and the underlying electronic
surveillance statutes’. In addition, DOJ reviewed a memorandum
evaluating the “punch list’ under CALEA that was prepared by the
Office of General Counsel (OGC) of the FBI. As a result of its

review, DOJ is providing the following legal opinion: 9 of the
1l capabilities are clearly within

'Those in attendance at the January 23, 1998, meeting included
representatives from the Cellular Telecommunications Industry
Association (CTIA), Personal Communications Industry Association
(PCIA), Telecommunications Industry Association (TIA), United

States Telephone Association (USTA), Bell Atlantic, Department c©
- Justice and the Federal Bureau of Investigation.

? CALEA was enacted to preserve the electronic surveillance
capabilities of law enforcement commensurate with the legal
authority found in the underlying electronic surveillance
statues, and so that electronic surveillance efforts could be
conducted properly pursuant to these statues.



review, DOJ is providing the following legal opinion: 9 of the
11 capabilities are clearly within -

the scope of CALFA and the underlying electronic surveillance
statutes. These nine capabilities are’:

Content of conferenced calls;

Party Hold, Party Join, Party Drop;

Access to subject-initiated dialing and signalinc
Notification Message (in-band and out-of-band
signaling);

Timing to correlate call data and call content;
Surveillance Status Message;

Feature Status Message;

Continuity Check; and

Post cut-through dialing and signaling.

With respect to the first four capabilities (Content of
conferenced calls; Party Hold, Party Join, Party Drop; Access tc
subject-initiated dialing and signaling; and Notification Messac
of ln-band and out-cf-band signaling), DOJ firmly believes that
law enforcement's analysis and position regarding these
assistance capability requirements satisfy CALEA sectiom 103
requirements. These descriptions are set forth in the response
subnitted by the FBI‘ to TIA Committee TR45.2 during the
balloting process on standards document SP-35B80A.

With respect to the f£ifth through the ninth capabilities (Timin
to correlate call data and call content; Surveillance Status
Message; Feature Status Message; Continuity Check; and Post cut
through dialing and signaling), DOJ has also concluded that law
enforcement's position satisfies CALEA section 103 reguirements
Because of this opinion, discussion between the industry and la
enforcement will be required- in order to select a mutually
acceptable means of delivering the information specified by eac
capability. .Thus, if industry disagrees with law enforcement's
proposed delivery methocd, it must affirmatively propose a
neaningful and effective alternative.

Based upon the foregoing analysis, it is DOJ's opinion that TIA
interim standard J-STD-025 is failing to include and properly
address the nine capabilities listed above. Industry and law
enforcement may wish to act in concert to revise the interim
standard J-STD=-025 to include solutions for each of these migsi
electronic surveillance capabilities. ‘

*See Items 1-7, 9, and 10 of Attachment A.

‘ The FBI is closely coordinating its efforts with state and
local law enforcement representativas across the nation. In t
document “law enforcement’ and “FBI" refer to this partnership =
are used interchangeably.



With respect to capability number eight (Standardized Delivery
Interface), although a single delivery interface is not mandated
by CALEA, DOJ believes that a single, standard interface would b
cost effective and of great benefit to both law enforcement and
telecammunications carriers. Recent productive discussions with
industry have resulted in what DOJ believes is an acceptable
compromise, whereby the industry would commit to a limited nunbe:

of no more than five delivery interfaces. DOJ supports such an
agreement.

With respect to capability number 11 (Separated Delivery), DOJ,
while recognizing the usefulness of such delivery for the
effectiveness of electronic surveillance, nevertheless does not
believe that CALEA section 103, or the underlying electronic
surveillance statutes, require separated delivery.

Building on the progress made during the final months of 1997,
the FEI's CALEA Implementation Section (CIS) will continue to
work with solution providers® to reach an agreement on the
technical feasibility of all the CALEA capability retuirements.

Zorbearance

During the January 23, 1998, meeting, the parties discussed the
conditions under which DOJ would agree not to pursue enforcement
actions against the carrier under section 108 of CALEA with
regard to the CALEA mandate that a carrier meet the assistance
capability requirements pursuant to CALEA section 103 by
October 25, 1998, or against a manufacturer with respect to its
obl;ggtiog under CALEA section 106(b) to make features or
modifications available on a "reascnably timely basis.” A lette:
from the Office of the Attormey Ganeral, which was provided to

all meeting attendees, outlined the basic conditions regarding
forbearance:

In those cituations where the carrier can foresee that
it will not be able to meet the deadline because the
manufacturer has yet to develop the solutions, the FBI
is prepared to enter into an agreement with the
manufacturer of the carrier‘'s equipment wherein both
parties (the FBI and a manufacturer) would agree upon
the technological requirements and functionality for a
specific switch platform (or other non-switch solution)
and a reasocnable and fair deployment schedule which
.would include verifiable milestones. In return, DOJ
will not pursue an enforcement action against the
manufacturer or carrier as long as the terms of the
agreemant are met in the time frames specified. DOJ

’ solutions providers include not only switch~based
mang£§cturars, and support service providers, but other indust:
entities that are engaged in the development of network-based &
other CALEA-compliant solutions.



will not pursue enforcement action against any carrier
utilizing the switch platform (or non-switch solution)
named in the agreeument.

DOJ, in consultation with the FBI, has further elaborated on the
conditions related to forbearance as follows:

Any member of the telecommunications industry seeking forbearancs
must submit to CIS a statementg=that identifies the following:

1. The CALEA capability requirements that will be include
in its platform or designed into any non-switch-based
solution.

2. The projected date by which the platform, or non-
switch-based solution, will be made commercially
available, the ‘commercially available date.”

3. A timeline for design, development, and testing
milestones that will be achieved by the manufacturer
from the start of the project through the commercially
available date, the *milestone timeline.’

4. A schedule for furnishing information to CIS at each
milestone to permit CIS to verify that a milestone has
been reached.

5. A list of specific types of information to be providec
according to the foregoing schedule.

6. A schedule for providing mutually agreed upon data to
CIS from which the Government will be able to determis
the fairness and reasonableness of the CALEA solution
price.

7. A list of the specific typee of price-related data to
: be provided.

With respect to item 1, the term "CALEA capability regquirements’
refers to the functions defined in the TIA interim standard
J=STD-025 and the first nine punch list capabilities dascribed
earlier in this letter. Law enforcement will work with each
solution provider as it produces a technical feasibility study
confirm its understanding of, and ability to meet, the CALEA
capability requirements. For those switching platforms, or non
Switch—-based solutions, on which a capability is technically
infeasible, law enforcement will consult with solution provide:
Lo assess the possibility of providing effective technical
alternatives that will still provide law enforcement with the

necessary evidentiary and minimization data sought by the
capability.

With respect to item 2, the term ‘commercially available date’
refers to the date when the platform or non-switch-based solut



will be made available by the solution provider for the immedia
purchase and deployment by a carrier. That date shall, in no
event, extend beyond the first currently scheduled software
generic product release after the October 2§, 1998,.cgpahility
compliance date. With respect to item 3, the term 'milestone
timeline” refers to a schedule of the necessary desiqq, .
development, and testing steps to be taken by a solution provid
in making a product commercially available. With respect to it
4, a solution provider is expected to include a schedule
specifying the time after the completion of each milestone when
CIS will be able to verify that .the milestone has been reached.
With respect to item 5, the specific types of information
contained in the affirmative confirmation of the foregoing
schedule will include, but not be limited to, draft design
documents, feature specification documents, and test results.
With respect to item 6, a solution provider is expected to
provide a schedule detailing the delivery to CIS of all necessa
information for the governmaent toc make a determination of the
fairness and reasonableness of the price of the solution
provider's commercially available CALEA solution. With respect
to item 7, the specific types .of information contained in the
price-related information of the foregoing schedule will includ
but not be limited to, market prices of comparable fsatures wit
similar levels of design, development, and testing effort.

Forbearance for a solution provider, and its carrier customers,
will be conditioned upon its ability to provide the above liste
i;ems as well as to meet verifiable solution development
milestonas. A solution provider's failure to meet these

milestones will result in the lass of forbearance for the
solution provider.

Carrier forbearance ends with the commercial availability of a
solution. Switches, or portions of a2 network, of historical
importance to law enforcement for which the government must
reimburse the carrier will be identified by CIS. Eguipment,
facilities, and services installed or deployed after January 1
1995, 'will be included in any forbearance until a solution is
commercially available. Following solution availability, for
those switches or portions of a network not identified by CIS,
carriers are expected to follow their normal deployment proces
in determining which switches, or portions of their networks,
will be upgraded with the CALEA capabilities. Figure 1
illustrates the basic elements cf forbearance.
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Figure 1: Forbeatance

The foregoing forbearance discussion centers on two separate and
distinct agreements: Agreements in Principle (AIP) between the

FBI and a solution provider, and Cooperative Agreements berween
the FBI and a carrier.

In an AIP, the FBI and solution providers agree that solution
providers have complied with the seven criteria listed above,
including a feasibility analysis and pricing information for
CALEA capability requirements. The feasibility analysis and
pricing information will allow the government to finalize its
position regarding the standard, extension of the compliance
dates, forbearance, etc. The FBI, in consultation with law
enforcement, will not be in a position to make critical

de;erm@nations until the information described in the above sev
criteria has been provided.

Currently many versions of draft AIPs are circulating, both FBI
and industry-generated, and some ars more comprehensive than is
presently warranted. Some of the AIPs in circulation were

derived from an AIP drafted by TIA. The FBI hopes t0 meet with
TIA during the waeek of February 2, 1998, to discuss the propose
ATP. The results of these discussions will then be disseminate
to TIA's membership and any other interested solution provider.

The Cooperative Agreement, on the other hand, is the contractua
vehicle whereby telecommunications carriers will receive
reimbursement for their eligible CALEA costs. Cooperative
Agreements may be executed for different purposes at different
stages of CALEA implementation. For example, an initial round
Cooperative Agreement negotiatiocns is taking place to establis}
contractual vehicles whereby carriers selected to support
specific solution providers with the feasibility analyses and
pricing information may receive reimbursement for assisting in



this effort. Unfortunately, this initial round of negotiations
has encountered some problems. One of the issues is the
clarification of a carrier's role in assisting in the analysis of
the solution provider's proposed solution. It appears from
discussions with carriers that a mutual understanding of the
intent of the government's proposed language for the Cooperative
Agreements and jits Statement of Work (SOW) does not yet exist.
Carriers commented that the SOW included a consultative role that
the carriers are unable or unwilling to perform. Although it was
the government's intent to construct an SOW flexible enough to
allow carriers to accommodate their normal roles in the solution
provider product development process, the proposals received in

response to the SOW have been too non-specific to provide real
value.

The FBI still believes, and has had it confirmed by solution
providers, that carriers have an essential role to play in
developing the CALEA solution. The FBI will now request that
each solution provider describe in detail the typical interactio
it might have with one of its carrier customers during new
product development. These descriptions will then be

incorporated into the proposed SOWs, which the government will.
seek from carriers.

Your continued willingness to work with law enforcement toward

the development of electronic surveillance solutions is greatly
appreciated.

Sincerely,




ATTACHMENT A

BRIEZF DESCRIPTION OF PURCE-LIST CAPABILITIES

Bumber | Nama Description _

1 Ceontaat of Capability would enable law enforcmment accass
subject~initiaced content of conference calls supported by the
conference calls subject ‘s service (including the call content ¢

partims on hold).

2 Party Hold, Join, ¥essages would be sent to law enforcement that
Drop identify the active parties of a call.

Specifically, .on a conterence call, these maes:
would indicate whethar a party is on hold, has
$oined or has been dropped from the conferance
k| Access to subjact- | Access to all dialing and mignaling informatic:
initiated dialing available from the subject would inform law
ancd signaling enforcemant of a subject's uss of features.
{Examples include the use of flash-hook, and o
feature keys.)

4 In~-band and cut- A message would be sent to law enforceoment whe
of-band signaling subject's service sends a tons or oOther nstvor
(Notification massage ¢o0 the subject or associate. This can
Message) include notification that a line is ringing or

5 Timing to Information necsssary to correslate call identi
associate call information with the call content of a
data te contant communicztions intarception.

6- Surveillanca Massage that would provide the verification th
Status Message interception is satill functioning on thse apprec

subject.

7 Conetinuity Check Electronic signal that would alert law enforcs
{C~Tone) if the facility usad for delivary of call cont

interception has failed or lost continuity.

8 Standardiged Would limit the number of potential delivery
delivery interface { interfaces law enforcemant would need to accox

from the industry.

9 Featurs Statuas Message would provide affirmative notificatior
Nessage sny change in a subject's subscribed-to featu

10 P9lt cut~-through Information would include thoas digits dialed
dialing and subject after the initial call setup is compl
signaling

11

Separated dalivery

Each party to a3 communication would be delive
separately to law enforcament, without combin
the voices af an intercepted (confersnce} cal
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'FOR MANY YEARS, THE FEDERAL BUREAU OF INVESTIGATION
sought without success to convince Congress to impose broad govern-
ment-mandated technological requirements on the equipment, {acilities,
and services of all telecommunications carriers, including wireless sys-
tems, to facilitate law enforcement’s wire and electronic surveillance ca-
pability. in support of these efforts, federal, state, and local law enforce-
ment agencies ciled the increasing number of wiretap orders directed at
all users of wireless services, particularly in large metropolitan areas,
and limited availability of ports on many cellular carriers’ systems. In
addition, the FBI sought assurances thal new and advanced technolo-
gies would nol inhibif lawful surveillance aclivities.

Finally, on October 7, 1994, afler lengthy debate and intense nego-
tiations with all segments of the communications industry the 103rd Con-
gress compleled action on H.R. 4922, the "Communications Assistance
for Law Enforcement Act.” The Acl delails a telecommunications carrier's
obligation to cooperate in the interception of communications for law
enforcement purposes. The act was signed by President Clinton on
October 25, 1994, and became Public Law 103-414.

The law attempts o strike a balance belween law enlorcement needs
and industry concerns. During the course of the legislative debate, Con-
gress heard repeatedly from law enforcement, represented primarily by
the FBI, that advances in digital technology and the introduction of new
intelligent network services, such as call-forwarding, and Follow-Me roam-
ing, were disabling the traditional wiretap capabilities of law enforce-
ment. Industry representatives expressed concern over uncertainties as
lo liability, cost, and vague reimbursement obligations. Congress noted
its concern over the potential for government mandates to dictate how

[ Introduction

privale companies could research, develop, and deploy telecommuni-
cations services and products.

Up until final passage, the political agenda revolved around seem-
ingly endless attempts to specily in legislative language the exact obli-
gations carriers would be held to, how carrier compliance would be de-
termined, and exactly how much and over what time period Congress
would appropriate federal funds to reimburse carriers.

This primer has been prepared to provide CTIA member companies
with a comprehensive analysis of the wiretap law, detailing the specific
obligations imposed on carriers, manulacturers, and support service pro-
viders, along with the reimbursement procedures to be foltowed by both
the government and the industry.



A. CTIA’S FIVE-POINT WIRETAP POSITION

AT ITS MARCH 1994 MEETING, THE CTIA BOARD OF DIRECTORS
ADOPTED a five-point position regarding the proposed wiretap legisla-
tion. The enacted law contains provisions addressing all five points iden-
lified by the Board:

B it includes language that makes illegal the cloning ol wireless phones
and the ownership of equipment to alter or modify wireless phones;

B It requires that all wireless systems shall have sullicient wiretap ca-
pacity, but that the determination of sufficient capacity will be subject to
a nolice and commen! procedure, and recognizes that capacily demands
are not uniform across alil wireless markets;

W It provides that the government will reimburse carriers for the cost ol
upgrades necessary lo achieve compliance with the Act's requirements;
B it establishes that the appropriate point in a wireless system for a
legal wiretap is at the switch and that, as to roamers, wireless carriers
are only required to provide information identifying the carrier within whose
system a target is roaming so that a court order may be sought lor a tap
on the appropriate roaming swilch; and

B It recognizes that no cause of action should be assessed against car-
riers for the failure of manufacturers or support service providers to develop
software or hardware necessary to enable carriers to comply with the capa-

bility requirements of the Act.

II. Industry

Initiatives

B. TECHNICAL REQUIREMENTS AND SOLUTIONS

1. Electronic Surveillance Needs of Law Enforcement

INJULY 1992, THE FEDERAL BUREAU OF INVESTIGATION, in coop-
eralion with other lederal, slale and local law enforcement agencies,
identified nine technical needs that must be met in order for law enforce-
ment to successtully conduct court-authorized surveiltance of electronic
communications.' According lo law enforcement authorities, they re-

quire:

1. Access lo call content and call setup information? going to and from
an intercept subject within a service area operated by service providers
served with a court order authorizing electronic surveillance;

2. Real-time, full-time monitoring capability lor intercepts;

3. Transmission ol intercepted communications by service providers to
remote monitoring facilities designated by law enforcement;

4. Transparency of interception-related activities to unauthorized par-
ties, including intercept subjects, and implementation of salequards by
carriers to restrict access to intercept information;

5. Verilying information supplied by carriers which associates inter-
cepted communications with intercept subjects, and information on ser-
vices and features subscribed to by intercept subjects;

6. Increased capacity for implementing a number ol simultaneous in-
tercepls;

7. Expeditious access lo the communications of intercept subjecls;

8. Reliability of intercept service comparable to the reliability of service
provided to intercept subjects; and

9. Quality of intercept transmissions lorwarded to monitoring facilities
consistent with all periormance standards ol the service provider.



2. Electronic Communications Service Provider Committee

IN MARCH 1993, THE ELECTRONIC COMMUNICATIONS SERVICE
PROVIDER (ECSP) COMMITTEE was created by the Alliance for Tele-
communications Industry Solutions (ATIS, formerly the Exchange Car-
rier Standards Association) in response lo a request from the lelecom-
municalions industry and law enforcement that ATIS sponsor a commil-
tee to identify, and develop solutions to, technical and associated opera-
tional issues surrounding courl-authorized electronic surveillance. The
ECSP Committee is comprised of representatives of Regional Bell Op-
erating Companies, interexchange carriers, wireless service providers,
independent local exchange carriers, industry associations, telecommu-
nications equipment manufacturers and law enforcement agencies. Each
subcommittee of the ECSP is co-chaired by a committee member from
indusiry and a committee member from law enforcement.

in turtherance of its mission, the ECSP Commiltee established a
Wireless Cellular Action Team to address issues involving technical ca-
pabilities for the surveillance of electronic communications within cellu-
lar communications systems. Since its creation, this aclion team has
examined existing cellular intercept ieatures and evalualed the ability of
these features to satisfy the needs and requirements of law enforcement
for electronic surveillance. The ECSP has also created an aclion leam
focusing on the technical requirements of PCS systems.

3. Issues of Continuing Concern

CTIA CONTINUES TO WORK WITH LAW ENFORCEMENT, THE IN-
DUSTRY, AND CONGRESS to resolve issues arising out of implemen-
tation of the new law. To that end, some carriers have expressed con-

Initiatipes

Continued

cern regarding the definition of “call-identifying information” which con-
templates cell site or location-related intormation (see § 103 (a)(2)(B)),
and the provision that states that a pen register order or trap and lrace
order may not obtain call-identifying information that discloses the physical
location of the subscriber (see § 103 (a)(2)(B)). These sections may
suggest that reasonable cause, the legal showing necessary to obtain a
pen register or trap and trace order, is insufficient 1o obtain location-
related information. Instead, parties may have to prove probable cause,
the higheslt level of proof, which is necessary for an eavesdropping or

search warrant.

THE ACT CONSISTS of the tollowing three titles:

W Title | adds chapter 120 to Title 18 and is composed of twelve sec-
tions, including the wiretap capability and capacity requirements.

B Title H expands the privacy protection of the Electronic Communica-
tions Privacy Act o cover cordless telephones and certain radio-based
communications; prohibits the fraudulent alteration of commercialt mo-
bile radio instruments; requires a court order for the disclosure of rans-
aclional data on electronic communications services; limits the use ol
pen registers that intercepl information other than dialing or signalling
information; and makes other technical changes.

W Title lil amends the Communications Act of 1934 by requiring the
FCC to prescribe rules lor implementing the Act's systems security and
integrity requirements, by authorizing common carriers 1o pelition the
FCC to adjust charges 1o recaver costs of compliance, and by making
certain clerical and technical amendments and eliminating expired and
outdated provisions of the communications laws.



- A. Coverage and Scope,

Section 102

IN 1968, CONGRESS PASSED “THE WIRETAP ACT," codified at chap-
ter 119, 18 U.S.C. §§ 2510 - 21, as amended, that made the government’s
surveillance activities lawful and set up a judicial process to which faw
enforcement must adhere in order to obtain court-ordered wiretap au-
thority. In response o evolving computer and telecommunications tech-
nology, the Electronic Communications Privacy Act was passed in 1986.
This law amended the 1968 Wiretap Act by protecling a new class of
electronic communications, including cellular telephones, paging devices,
electronic mail, and computer databases. In addition, for the first time, the
“technical assistance” responsibility was outlined directing telecommunica-
tions providers and other persons to furnish “all information, facilities, and
technical assistance necessary” to accomplish a surveillance permitted

by law.?

Public Law 103-414, the "Communications Assistance for Law En-
forcement Act” adds, among other things, chapter 120 to Title 18, United
States Code, defining in more detail the technical assistance that tele-
communications carriers are required to provide in connection with cour!
orders for wire and electronic interceptions, pen registers, and trap and
trace devices. The intent is lo make more certain the duty of telecommu-
nications carriers 1o cooperate in the lawful interception of communica-

tions for law enforcement purposes.

Telecommunications carriers are required to have sufficient capacily
to execule all electronic surveillance orders and 1o provide the following
capabilities: (1) to expeditiously isolate the content of targeled commu-

I, Relevant

Section Analysis

nications transmitted within the carrier's service area; (2) to expediliously
isolate call-identifying information providing the origin and destination of
targeted communications; (3) to deliver intercepted communications and
cali-identifying inlormation to lines or facilities leased by law enlorce-
ment for transmission to a location away from the carrier's premises,
concurrently with transmittal of the communications to or from the sub-
scriber; and (4) to do s0 unobirusively, so the targets ol surveillance are
no! made aware of the lawlul interceplion.

The term “telecommunications carrier” is defined, for purposes of
this Act, as “any person or enlily engaged in the transmission or switch-
ing of wire or electronic communications as a common carrier for hire,
as delined by section 3(h) of the Communications Act ol 1934, and in-
cludes a commercial mobile service, as defined in seclion 332(d) of the
Communications Act.” This definition encompasses local exchange ci-
riers, interexchange carriers, competilive access providers, wireless
carriers (including cellular, PCS, and satellite providers), cable compa-
nies that offer telephony, and any other common carrier who offers
wireline or wireless services for hire 1o the public. The definition does
not cover information services, such as electronic mail providers, on-
line services providers, or commercial Internet providers. It also does
not include persons or enlities engaged in providing call forwarding ser-
vices, speed dialing, or the call redirection portion of a voice maif service.

In keeping with the expected increase of competitive providers of
local exchange service, the FCC is authorized to designale other per-
sons and enlilies as telecommunicalions carriers subject to the Acl's
assistance requirements in section 103 to the extent that such person
or enlity serves as a replacement for the local telephone service to a
subslantial portion of the public within a state and such designation is in



I Relepant

Section Analysis,
Continued

the public interest. As part of its determination regarding the public inter-
est, the Commission shall consider, among other things, whether it would
promotle compelition, encourage the development of new technologies,
and protect public safety and national securily. In addition, the FCC is
authorized, alter consultation with the Attorney General, to exempl
classes or categories of telecommunications carriers from the Act's cov-

erage.

The scope of the assistance requirement imposed upon carriers is
consistent with existing law which imposes a duty to furnish all neces-
sary assistance pursuant to 18 U.S.C. § 2518(4). However, it is limited
in several ways. First, law enforcement agencies may nol diclate the
specific design of systems or features, nor prohibit the adoption of any
design by carriers. Further, as long as each communications message
can be intercepted by at least one method, the Act leaves lo the induslry
how to accomplish compliance. Moreover, telecormmunications carriers
are not required to decrypt encrypted communications that are the sub-
ject of the court-ordered wiretap, unless the carrier provided the encryp-
tion service and can decrypt the communication.

B. Mobile Service Assistance Requirement,
Section 103(d)

WHEN A TARGETED SUBSCRIBER'S CALL CONTENT AND CALL-
IDENTIFYING information originate outside a wireless carrier's service
area, that carrier is no longer responsible for the delivery of the inter-
cepted communications. Under such circumstances, the carrier is only
responsible for nolifying law enforcement as to which carrier or service

provider has subsequently begun serving the target.

C. Capacity Requirements,
Section 104

THE SECTION ENTITLED "NOTICE OF CAPACITY REQUIREMENTS”
places upon the government the burden to estimate its capacily needs
in a cost-efiicient manner, while also providing carriers with a “safe har-
bor" for capacily. Within one year of enactment, i.e., October 25, 1995,
the Attorney General, after notice and comment, must publish in the
Federal Register and provide to appropriate industry associations and
standard-setling bodies both the maximum capacity and initial capacity
required to accommodate all intercepts, pen registers, and trap and trace
devices that all levels of the government expect to operate simultaneousty.
The maximum capacily relates to the greatest number of intercepls a
particular switch must be capable of implementing simultaneously. Con-
versely, the initial capacity relates to the number of intercepls the gov-
ernment will need to operatle upon the date of enforcement of this Act,
i.e., four years from the date ol enactment.

The Atlorney General is directed to develop the nolices after consul-
tation with local and state law enforcement authorities, the carriers, equip-
ment manulacturers, and manulacturer support service providers. The
Attorney General is given flexibility to determine the form of the notice;
i.e., the notice may be based on the type of equipment, type of service
area, nalure of the service area, or any other measure. The nolice mus!
identify, to the maximum extent practicable, the capacity required al spe-
cific geographic localions.

Subjec! to the reimbursement conditions, lelecommunications carri-
ers must ensure that, within three years alter publication of the nolice or
four years after enactment, whichever is longer, they have the initial and



vant

Section Analysis,
Continued

the maximum capacity lo execute all surveillance orders. The Altorney
General has one year, alter enactment, in which to nolify carriers of the
government's capacily needs. if the Altorney General publishes the first
capacity notice before the statutory time period of one year has elapsed,
carriers must satisfy the capacity requirement by October 25, 1998, the
effective implementation date of the law. However, in the event the Atlor-
ney General publishes the capacily notices after the slatutory one-year
deadline, cairiers have three years therealiter to comply, which time pe-
riod will fall after the effective date of the Act.

The Altorney General may periodically give written notice to covered
enlities ol any necessary increases in maximum capacity. Carriers will
have at least three years, and up to any additional time beyond three
years as agreed lo by the Attorney General, to comply with the increased

maximum capacily requirements.

D. Enforcement Orders,
Section 108

THE ACT PROVIDES FOR ENFORCEMENT BY THE COURTS. Acourt
order may be issued upon the following grounds. First, the court must
find that law enlforcement has no reasonably achievable alternatives for
implementing the order through the use of other technologies or capa-
bilities, or by serving the order on another carrier or service provider.
Essentially, the court must find that law enforcement is seeking to con-
duct its interception at the best, or most reasonable, place for such inter-

ception.
Second, the court must find that compliance with the requirements

of the Act is reasonably achievable through application of available tech-
nology, or would have been reasonably achievable il timely action had

been taken. A determination of “reasonably achievable” involves a con-
sideration of economic factors. This limitation is intended to excuse a
lailure to comply with the assistance capability requirements or capacity
notices where the tofal cost of achieving compliance is wholly out of
proportion to the usefulness of achieving compliance for a particular type
or calegory of services or features. In addition, this provision recognizes
that, in cerlain circumstances, telecormimunications carriers may deploy
features or services even though they are no!l in compliance with the
requirements of this Act.

In the event that either of these grounds is nol met, the court may
not issue an enforcement order and the carrier may proceed with the
deployment, or continued offering to the public, of the equipment, facil-
ity, or service at issue.

It conditions are mel lor issuance of an enlorcement order, the coursl
must sel a reasonable time and conditions for complying with its order.
In detlermining what is reasonable, the court may consider, on a case-
by-case basis, several enumerated factors.

The courl’s authorily 1o issue enforcement orders is limited by livee
situations. First, an enforcement order may not be issued requiring a
carrier to exceed the capacily set lorth in the Attorney General's notices,
issued pursuant to §104 ol the Act.

Second, an enlorcement order may nol require a cartier to comply
with the assistance capability requirements if the FCC has determined,
pursuant to its authority under §109(b)(1). that such compliance is not
reasonably achievable. However, il the Allorney General agrees to pay
the incremental costs to make compliance reasonably achievable. pur-
suant to §109(b)(2). this limitation does not apply.
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Finally, an enforcement order may not require a carrier o modily
“equipment, facilities, or services deployed before January 1, 1995, 1o
comply with the assistance capability requirements, unless the Allorney
General has agreed to pay for all reasonable costs directly associated
with the modifications necessary for compliance. However, if such non-
compliant equipment, facilities, or services are replaced, significantly up-
graded or otherwise subjected to major modilication afler January 1,
1995, this limitation again does not apply. -

E. Appropriations and Cost Reimbursement,
Sections 109 and 110, respectively

THE ACT AUTHORIZES $500,000,000 TO BE APPROPRIATED for fis-
cal years 1995 through 1998 to carry out its purposes, and requires the
Attorney General 1o pay all reasonable costs directly associaled with
modilications to pre-existing equipment, facilities, or services, /.e., those
equipment, services, or facilities deployed before January 1, 1995.

For equipment, facilities, or services that are deployed alter January
1, 1995, the Act authorizes telecommunications carriers and other inter-
ested persons to petition the FCC for a determination of whether compli-
ance with the assistance capability requirements is reasonably achiev-
able. The FCC is given one year alter the petition is liled to make its
determination. in reaching its decision, the FCC is directed to determine
if compliance would impose significant difficulty or expense on the car-
rier or-users, and to consider a humber of enumerated factors, including
the ellect on public safely and national security, the rates for basic resi-
dential telephone service, and the need to protect the privacy and secu-
rity of communications not authorized to be intercepted.

i compliance with the assistance capability requirements is not rea-
sonably achievable for equipment, facilities, and services deployed after
January 1, 1995, the Attorney General is authorized, upon application
by a carrier, to agree to pay additional reasonable costs to make compli-
ance reasonably achievable. If the Attorney Generai elects not to pay,
the equipment, feature or service in question will be considered in com-
pliance, until it is replaced, significantly upgraded or otherwise under-
goes major modifications in the ordinary course of business.

Additionally, the Attorney General is authorized, alter notice and com-
ment, to establish regulations to effectuate the timely and cost-eflicient
processing of any payment from the government to carriers under this
Act, pursuant to chapters 119 and 120 of Title 18 of the U.S. Code, and
under the Foreign Intelligence Surveillance Act of 1978. The Altorney
General is lurther directed to consult the FCC about issuing regulations
to determine reasonable costs. Such regulations must minimize the cos!
lo the federal government and maintain the confidentialily of trade se-
crets, while permitting recovery from the government of (i) the direct
research and development costs that have not been recovered from any
other governmental or non-governmental entity, (ii) the direct costs at-
tributable to compliance with the Act tor personnel training and the de-
ployment or installation of equipment or facilities, and (iii) in case of
modifications that may be used for purposes other than for lawlully au-
lhorized electronic surveillance, only the incremental costs attributable
o compliance. Such regulations will require telecommunications carri-
ers to submit to the Atlorney General claims lor payment and such other
information as she may require.



THE EFFECTIVE DATE FOR COMPLIANCE with the assislance capa-
bility requirements in section 103 and the systems securily and integrity
requirements in section 105 is set at four years after enactment, i.e.,
Oclober 25, 1998. All other provisions took effect upon the date of en-
actment, i.e., Oclober 25, 1994, '

End notes:

1. The nine requirements originally identified by law enforcement in 1992
have since been reviewed by the telecommunications industry and clari-
fied by law enforcement. They are discussed in detail in the document
entitled “Law Enforcement Requirements for the Surveillance of Elec-
tronic Communications” issued in June 1994. To obtain a copy, please
contact the Department of Science and Technology at CTIA.

2. "Call setup information” is the Mobile Telephone Swilching Office's
(MTSO’s) resident internal data that is used to establish a link to the
cellular subscriber. This information contains: (1) call destination (di-
aled digits); (2) idenlity of the location of the incoming call; (3) dale, time,
and duration of the call; and (4) lirst and/or last cell site used lo deliver
the call. “Call content information” is the content of the call (the conver-
sation or the data transmitted during the call).

3. See, 18 U.S.C. §§ 2518(4), 3124; see also 50 U.S.C. §1802(a)(4).

111, Relevant

Section Analysis,
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PUBLIC LAW 103-414
“«COMMUNICATIONS ASSISTANCE FOR LAW ENFORCEMENT ACT”

TELECOMMUNICATIONS EFFECTIVE TI"(‘”.\‘I.\I. COST LIMITATIONS
SERVICES DATE REQUIREMENTS REIMBURSEMENT

FRAUDULENT ALTERATION Ettective upon dale ot Offense: Il is untawtul to knowingly and with intent Not appticable. Not applicable.
OF CMRS INSTRUMENTS enaciment, i.@, 1o delraud use, produce, or traffic in, have control
: October 25, 1994 . or custody of, of possess a lelecommunications

instrument that has been modihed or allered to
obtain unauthorized use ol telecommunications
services: or knowingly and with intent to delraud
use, produce, or tralfic in, have custody or control
ol, or possess a scanning receiver, or hardware or
software for aliering or modifying
telecommunications instruments 1o abtain
unauthorized access 1o telecomimunications
services.

Title 11, §206(a).

see also Tille 18, U.S.C §1029(a) (5)-(6).

see Title I, §206.

Penally: The lines pursuant to the alleration ol
telecommunications instruments and equipment
are not more than the greater of $50,000 or twice
the value obtained by the offense, or imprisonment
for not more than 15 years, or both in the case of
an oHense involving the fraudulent alteration ol a
telecommunicalions instrument which does nol
occut after a conviction lor another offense or an
attempt to commit another offense under this
subsection.

Title 1, §206(b),

see alsg Title 18, U.S5.C. §1029(c)(2).

Detinions. The lerm "access device™ now includes
electronic serial number, mobile identilication
number, personal identification number, ot other
telecommunications service, equipment, or
instrument identifier

Titte 1, §206(c)(1).

see also Title 18, U S.C. §1029(e){1).

in addition, the lerm “scanning receiver” is defined
as “a device or apparatus that can be used to
intercept a wire or electronic communication in
violation of chapter 119"

Title 11, §206(c)(4),

see also Title 18, U S C. §1029(e)(7).




TELECOMMUNICATIONS
SERVICES

SCOPE OF COVERAGE

MOBILE SERVICE
ASSISTANCE

INFORMATION SERVICES
AND PRIVATE NETWORKS

“«COMMUNICATIONS ASSISTANCE FOR LAW ENFORCEMENT ACT”

EFFECTIVE
DATE

Ettective upon dale o!
enaciment, i e.,
October 25, 1994.
Title 1, §111(2}.

Eltective 4 years aller
date of enactment,
ie., Oclober 25,
1998.

Title 1, §111(b)

Not applicable.

PUBLIC LAW 103-414

TECHNICAL
REQUIREMENTS

Any person or epiity engaged in the transmission of
swilching ol wire or electronic communicalions as a
common carrier for hire, including CMRS providers,
and providets ol wire o eleckronic communicalion
swilching or transmission service that the FCC linds
is a replacement lor a substantial portion of the focal
exchange service and where public interest would be
served {o deem those entities covered.

Titte 1, §102(8)(A)-(B)()-(ii)

CMRAS providers offering features ar services that
allow subscribers lo redirect, hand off, or assign
their communications lo another service area or
provider must ensure that when they na fonger
have access lo the content or call-identilying
informatian wittiin the service area where the
imerception has been occurring, the CMRS carrier
musi provide the government with the identity ol
the carrier that has acquired the communication
belore, dusing, or immedialely after the ransler of
the communication.

Title §, §103(d).

Not applicable.

CosT

REIMBURSEMUENT

See, infra, capability
requirements,

See, infra, capability
requirements.

Not applicabie.

LIMITATIONS

“Tetecormmurnicalions
carrier” does nat include
persons of entitics
engaged in providing
information sesvices; and
any class or category ol
telecommunications
carriers that the FCC
exempts by rule alter
consuitation with the
Attorney General (AG).
Title §, §102(BHCHi) (i),
see also, Title &,
§103(B){2)(A) (1)

fhe capability require-
ments do not apply to
information services of
private networks that
piovide lransporl,
swilching lacilities or
solefy provide intercon-
nection sesvices

Title 1, §103(b)(2)(A] (8.
see also, Title |,
§102(BHCHi} i)




PUBLIC LAW 103-414
“«COMMUNICATIONS ASSISTANCE FOR LAW ENFORCEMENT ACT”

TECHNICAL COSsT LIMITATIONS
£ i

EFTECTIVE
REQUIREMENTS REIMBURSEMENT

DATE

TELECOMMUNICATIONS
SERVICES

CAPACITY

Eflective upon date of enactment,
ie., Oclober 25, 1994,
Tile |, §111(a)

Notices of Maximum and Aclual
Capacity Requirements: Not later
than 1 year after the daie of
enactment (i.e., Oclober 25,
1995), and alter consulting with
state and local law enforcement
agencies, cariers, manufacturers
and support service providers,
and alter notice and comment,
the AG ust publish in the
Eederal Register and provide lo
industry associations and
standard-setting bodies notice ol
the actual and maximum number
of interceplions, pen registers,
and trap and trace devices ihal
the government eslimates to use
simultaneously by the date thal is
4 years aller the date of
enaciment, i e, Oclober 25,
1998. Titte 1, §104(a)(1)(A)-(B).

Carrier Compliance Date. Within
3 years alter nolice of capacity is
published (Oclober 25, 1997} or
within 4 years aller the date of
enactment {October 25, 1998),
whichever is longer.

Title 1, §104(b)}{1)-(2).

Notices ol Increased Maximum
Capacity Requirements: The AG
must publish in the Eederal
Register, alter notice and
comment, notice of any neces-
sary increases in the maximum
capacity requirement set forth in
the notice pursuant 1o

Title 1. §104(c}1).

Initial Capacity: Carriers must ensure, subject to
the availability of appropriations, that their systems
are capable of accommodating simulianeous
interceptions, pen registers, and trap and trace
devices, and able to expand to its maximum
capacily requirements.

Title 1, §104(bJ(1)(A)-(B).

Expansion to Maximum Capacily: Aller the time
set for comphance wilh initial capacily require-
ments, and subject lo the availability ol appropria-
tions, a carrier must ensure thal it can accommo-
date expediliously any increase in the actual
number of interceptions, pen registers, and trap
and trace devices, up to the number set forth in
the maximum capacily notices. Title |, §104(b)(2).

Basis of Notices: Nolice of capacity requuements
may be based on the type of equipment, type ol
service, number ol subscribers, type or size of
carriers, nature of service area, or any other
measure, and must specity, fo the extent practi-
cable. the capacity 1equired al specilic guographic
locations. Tille |, §104(a}(2)

Carrier Statement: Within 180 days {6 months)
after publication of the capacity notices by the AG,
carriers mus! submit a statement identilying any of
its systems or services that do not have the
capacily 10 accommodate simultaneous intercep-
tion, pen register, and trap and trace device
orders. Title {, § 104(d).

Compliance With Notices of increased Maximum
Capacity: Within 3 years alter notice of increased
maximum capacily requirements is publhished, or
within such longer lime period as the AG may
specily, a carnier must ensure that its systems are
capable ol expanding 1o the increased maximum
capacily set by the notice.

Titte |, §104{c)(2)

The AG musl review the
slatements submilted
pursuant o §104(d) and,
subject to the availability
ot appropriations, may
agree to reimburse the
carries {or costs directly
associated with the
capacity modifications/
upgrades submilied for
review. Until the AG
agrees (o reimburse the
carrier, the carrier will be
considered in compli-
ance wilh the actual or
maximum capacily
notices.

Title 1, §104(e)

11



TELECOMMUNICATIONS

SERVICES

CAPABILITY

PUBLIC LAV 103-414

“«COMMUNICATIONS ASSISTANCE FOR LAW ENFORCEMENT ACT”

EFFECTIVE
DATE

Eflective 4 years after date of
enactment, i.e., Oclober 25,
1998.

Titte i, §111(b).

TECHUNICAL
REQUIREMENTS

Pursuant lo a court order or lawful authorization,
carriers mush ensure that their equipment,
facilities, of services that provide a customer or
subscriber with the ability to originale, lerminate, or
direcl communications are capable of.

(1) expeditiously isolaling (lo the exclusion of all
olher communications) and enabling the govern-
ment, concurrently with its transmission, lo
intercepl communications, within its systems;

(2) expeditiously isolating and enabling the
government lo access call-identilying information
that is reasonably available to the carrier before,
during, or immediately alter ransmission, and
which allows the call-identitying information o be
associated with the communication to which il
relates;

(3) delivering intercepled communications and call-
identitying inlormation in a format that may be
transmitted by the government to a location away
trom the carrier's premises; and

(4) unoblrusively providing interceptions and
access 10 call-identilying information with a
minimum of intedtarence to the subscriber’s service
and which protects the privacy and secutity of the
communications.

Titte ), §103(a)(1)-(4)

Cost Recovery for Compliance: A carrier may
petition the Commission to adjust charges, and
regulations to recover costs expended lor making
capability modilications to equipment. facilities, of
services pursuant to requirements of this Acl.
Tive 11, §301;

see also 47 U S C §229(e)(}).

COST
REIMBURSEMENT

Equipment, Facililies, and
Services Deployed On or
Belore January 1, 1995: AG
may, subject 1o the availability
ol appropriations, agree 10
pay carriers for all reasonable
costs directly associated with
modilications fo be made.
Title |, §109(a).

Equipment, Facilities, and
Services Deployed After Janu-
ary 1, 1995: On petition trom
catriers, and after notice to the
AG, the FCC mus! determine

whether carrier capability com-

pliance is “reasonably achiev-
able " Title |, §109(b).

Determinations of Reasonably
Achievable for Equipmen,
Facilities, and Services De-
ployed Aller January 1, 1995
Within 1 year alter the date
the petition is filed, the FCC
must decide whether compli-
ance would impose signilicant
ditficully or expense on the
cartier or the users ol its sys-
tems. Additional factors may
be considered such as, includ-
ing. but not limited lo: the im-
pact on public salely and na-
tional security, rales for basic
residential telephone service:
privacy protections; the need
to achieve the capabilily re-
quireiments by costeltective
methods; the effect on the
operation of the equiprnent,
{acility, or service al issue; the
effect on the nalure and cost
ot the equipment, facility. or
service al issue; the U S.
policy to encouiage the provi-
sion of new technologes and
(Continued Otto Nexl Page)

LIMITATIONS

Law enforcement agen-
cies or officers are not
authorized 1o require spe-
cilic design or prohibit the
adoplion of equipment,
services, or features.
Title {, §103(b){1HA) (B).

An enforcement order
shall nol requitre a carrier
o modify, for the purposes
ol complying with the
capabilily requirements,
any equipment, facility, o
service deployed on of
betore January {, 1995
unfess the AG has
agreed o pay the carrier
fot all reasonable costs
associaled with the
modilications necessary
1o bring equipment,
lacililies, or services into
compliance; or the
equipment, {acility, os
service has been replaced
of significantly upgraded
or otherwise has under-
gone major modifications
Tille 1, §10B{CHINA)-(B)




PUBLIC LAW 103-414
«“«COMMUNICATIONS ASSISTANCE FOR LAW ENFORCEMENT ACT”

TELECOMMUNICATIONS EFFECTIVE TECHNICAL COST

SERVICES DATE REQUIREMENTS REIMBURSEMENT

LIMITATIONS

CAPABILITY, continued

services 10 the public; the fi-
nancial resources of the car-
fier; privacy protections; com-
pelitiva etiect on the offering ol
new equipment, features, and
services; and other lactors as
determined by the FCC.

Titte I, §109(b)(1){A)-(K).

Compensation: If the FCC
determines that compliance
is not “reasonably achiev-
able,” the AG may agree,
subject 1o avaitability of ap-
propriations, 10 pay the car-
rier for the additional reason-
able costs of compliance with
the capability requirements;
or, if the AG does not agree
to the additional costs, the
carrier will be deemed in
compliance with the capabil-
ity requirements.

Tite |, §109(b)(2KA)-(B).

Failure to Make Payment for
Equipmen, Facilities, and
Services Deployed On or
Belore January 1, 1995: 1t a
carrier has requested pay-
ment, and the AG has nol
agreed 10 pay the carier for
all reasonable cosls directly
associated with the modifica-
tions to bring any equipment,
facility, or service deployed
on or before the enactment
date, such equipment, facil-
ity, or service will be con-
sidered in compliance wilth
the capability requirements
until the equipment, facility,
or service Is replaced or sub-
stantially upgraded or other-
wise modilied.

Title 18, §109(d).
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PUBLIC LAW 103-414
«COMMUNICATIONS ASSISTANCE FOR LAW ENFORCEMENT ACT”

TERLFECOMMUNICATIONS EFFECTIVE TECHNICAL COST LIMITATIONS
REIMBURSEMENT

SERVICES DATE REQUIREMENTS

A carrier must ensure that any interception of

SYSTEMS SECURITY AND Effective four years aller the

INTEGRITY date of enactment, /.e., communications or access to call-ldentitying
October 25, 1998. Information effected within its switching premises
Titte 1. §111(b). be activated only in accardance with a court order

or other lawlul authorization and with the allirmative
intervention of an individual officer or employee
acling in accordance with regutations set by the
FCC.

Title 1. §105.

The FCC must prescribe rules implementing the
requirements of this Act, which shall include
systems securily and inlegrity rules that require
catriers lo: establish appropriate policies and
procedures for the supervision and control of lheir
ollicers and employees lo aclivate interception of
communications or access to call-identifying
information, and prevent any intervention of
access without such authorization; maintain
secure and accurale records of any interceptions
or access: and 1o submit lo the FCC the policies
and procedures adopted to comply.

Title W11, §301; see also, 47 U.S.C. §229(b)(1)-(3).

FCC AUTHORITY TO
ENFORCE COMPLIANCE

The FCC must review the policies and proce-
dures submitted pursuant to 47 US.C. §229(b)(3)
and shall order a carrier to modily any policy or
procedure that does not comply with FCC
requiations The FCC shall conduct investigations
as necessary 10 insure carrier compliance with
these regulations.

Titte 111, §301; see alsg. 47 U.S.C. §229(c).




TELECOMMUNICATIONS
SERVICES

ALLOCATION OF FUNDS
FOR PAYMENT

EFFECTIVE
DATE

Effective upon date of enact-
ment, i.e, Oclober 25, 1994
Title |, §111(a).

PUBLIC LAW 103-414

TECHNICAL
REQUIREMENTS

Allocation ol Funds: The AG mus! allocate
appropriated funds to carry out the bill’'s require-
ments in accordance with law enlorcement
priorities as determined by the AG

Title 1, §109(c).

Authority lor Appropriations: A total of
$500.000,000 ($500 million) is authorized lo be
appropriated 10 carry out the obligations of the Act
fot fiscal years 1995-1998 Such sums are
authonzed to rernain available untl expended
Title 1, §110.

Cost-Control Regulations: Aller notice and
comment, the AG must esiablish regulations
necessary to etectuate limely and cost-eflicient
payment to carners.

Title ), §109(e)(1).

Content of Reguilations: The AG, alter consultation
with the FCC. mus! prescribe regulations lo
determine the reasonable cosls associated wilh
this Act. The regulations must seek lo minimize the
cost to the Federal Government and must permut
recovery lrom the Federal Government ol (1)
direc! costs of developing the capability moditica-
lions, of providing requested capacilies, but only lo
he extent that such cosls have not been recov-
ered from any other governmentat or non-
governmental entity; (2) the cosls of training
personnel in the use of the capabilities and
capacities; and (3) the direct costs ol deploying or
installing such capabilities and capacities.

Title |, §109(e)(2)(A)(i)-(iii)

in the case of any modilication thal may be used
for any purpose other than to execule a lawlully
authorized surveillance order, the AG may permit
recovery ol only the incremenial cosl of making the
modification suitable for law enlorcement pur-
poses.

Titte 1, §109(e)(2)(B)

“«COMMUNICATIONS ASSISTANCE FOR LAW ENFORCEMENT ACT”

COST

LIMITATIONS
RE!MBURSEMENT_ IR A
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